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De-ID

DATA Features of De-1ID

CORP

Accurate, reliable automated de-identification

Very simple to install and use
= Network-level operability; batch processing

Works with word processing files, tab- or
comma-delimited or XML formatted data

Meets all HIPAA ‘safe harbor’ guidelines;
option of limited data sets and custom fields
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De-ID

DATA Why Use De-ID™?

CORP

Interface De-ID can be pre-set and ‘called’ from

Integration any application for automated batch
processing; can work ‘behind the
scenes’

Vocabularies/ | UMLS, EVS pre-loaded; institution or
Terminologies | geography specific glossaries easily
loaded

Data elements | Files must be de-identified before
leaving ‘home’ for processing

Information De-identification required before topic
Models mapping or other forms of information
modeling
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DATA Compatibility Compliance

CORP
Y

Any Data Repouitary
{Proprietary]

ﬂi-i

dll function facilitates
automated batch feeds

Data Model
(Mot necossariy UML)

Applcation A7 UMLS, EVS, other

vocabs pre-installed in
2§ NITE

Mlagacars Pailslie Srandardipsd Laeal Conrrellsd
(Suwch as 150 |1 7% or Wacabulary Terminolagy
camparable srandard)
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De-ID

DATA Compatibility Compliance

CORP

Pre-loaded with UMLS, EVS

= Can also incorporate specialized acronyms and institution-
specific terminology; identifiers can be managed through
customized rule sets
Automated .dll ‘call’ from any application for batch
file loading

= Admin-level settings; C/C++header files are created in the
subfolder of the install directory.

= Creates deidentification threads that can be viewed ‘in
progress’ or operate behind the scenes

Output as independent XML; other file formats as
needed

Outputs automatically fed to content repository or
‘next step’ application (tagging, parsing)
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De-ID

DATA Benefits of De-ID

CORP

To increase speed and lower costs of “data
deposits”

To maintain consistency of de-identification
schema

To enhance the data value of de-identified
records

Enhances power and usability of traditional
de-identification via proxies and offsets for
safe-harbor elements, which can be used as
data points
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De-ID: A Look Under the Hood

The Manual View
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CC eI Software for ST BT LTI

Help

File

De-identification/output options  Cerl4-D

dIiraivemedicaldocumenis

A vl ancE 1
vitdr -;‘I'Mﬂ
b or @I
2 it Bt s

File Type: Y

8 v Output file [de-identified]

v Linkage file

Pazsphrase:

De-identification log

S afe-harbor compliant Test [mult-line header]

o Begin de-identification

Doe-I coprprigh (o) 19992004, Threreity of Pitcbarsh,. Al righte recermed.

S=E3

Available Header Fields:

Header Field Type
Selected Fields:
Header Field Type
W 600 (Tax 11 2005)
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VERE LR DSl ATl Nl o PO WL s o [ o s Sl Ll i e B s Sl ,___j
v Mames [1] =

v Patient, relative, emplover or houzehold members [1] S ;

= b cais e e ] v Device identifiers and genal numbers [13]
v *Web univerzal resource locators [URLz] [14] and

v Geographical subdivizions zmaller than a state [2] Srediniamel biotosol[IP) sddisses [15]

v Street addresses [2] ]
W Town names and zip codes [2] !
v Hospital names [2]

o [w Any ather uniguely identifving number, charactenstic
v Dates and ages or code [18]

v Al elements of date, except pear [3]
v Ages under 90 pears [not req'd]
v Ages 90 years and over [3]

v Pathology specimen numbers [187]
B

W Telephone [4] and fax [5] numbers

W Electronic mail addrezzes [B] iTe;.:t [rulti-line header) :_i
v Social zecurity [7], medical recaord [8], health plan [9] :
and aother [10] account numbers S afe-harbor defaults Lirmited datazet defaultz
e
CONFIDENTIAL

Not for Publication or Distribution



De-ID

DATA

CORP

DESaptions: s hed B JIPARSHEntifiersy G- b3 el Sty e o e e S e ] X

v

<] <] «

Mames [1]

w Fatient, relative, employer or houzehold members [1]

v Health care providers [1]

* [aeographical zubdivizions smaller than a state [£]

W Street addrezses [2]

v Town names and zip codes [£]

W Hozpital names [£]

D atez and ages

v All elements of date, except year [3]
v Ages under 90 vears [hot req'd]

v Ages 30 vears and over [3]

Telephone [4] and fax [B] numbers
Electronic mal addreszes [E]

Social securnity [7]. medical record [B]. health plan [3]
and other [10] account rumbers

W Device identifiers and senal nurnbers [13]

v Web univerzal resource locators [URLz] [14] and
and internet protocol [IP] addrezses [15]

—

v Ay other uniguely identifving number, charactenstic
ar code [18]

v Fathology specimen numbers [187]

Safe

———MaR5-B5H

T gxt [mulbi-ine header) _*-'_
ettty T —
Tab Delirn
skl
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Lack ir: |3 De-D - = B cfE-
= aru:lais
' u:Ieiu:I.n:qu:
by Recent
Documents
Desktop

%
ty Documents

by Cormputer

o«

My Metwark  File name: I j Ope I
=l

Flaces

Files of type: I,-i'-.ll commaon bpes - Caticel

2|
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CCI ]I /iSoftware for ey O ST e e Ve T e i A DT E TS ___j __J d

File Options Help
Available Header Fields:

3 . Input file [wit.h identifiers] He e Tibe
& £?£? S'H‘ETE"Dk‘a'da'ﬂ'”m' Main Patient |dentifier ID
il P is File Type: AL Record Type Report Tope
i Edit Date Date

=88 v  Dutput fle [de-identified]

(8 [5\DeID'ardlis deid #

| Linkage hile

|5:"-.D e-lDhardaiz. deid. lin ﬁ

Selected Fields:

P h :
ol i Header Field Type
v De-identification log
'S:\De-IDhardais. deid.log ff|
Limited dataset compliant Tab Delim
& Beagin de-identification
eI copryright (¢ ) 1999-2004, Thirersity of Pittsburgh, Allrights esermed. Ter 600 (T 11 2005
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DATA

CC 0 {De- 1D/ Software for desigeniiying narraive medicdl documents __,l J i ﬂ

File Options Help

——

Input file [with identifiers]

boer 3200

O 11 15 File Type: MARS-B5H

&2 v Output file [de-identified)
|5:"-.DE-|D"-.I:|EiI:|.I:|EiI:| Effi

| Linkage Fle

|S:"~D &-|Dhdeid. deid.lin aﬁ“’
Pazsphrase:

v De-identification log

|5:“-.D e-10deid. deid. log ;J_ﬁ

Limited dataset compliant T est [mult-ine header)

o Begin de-identification

Doe-ID copryrighit (o) 1999-2004, Thirersity of Pitctomgh, Allrights recermed,

Available Header Fields:

Header Field Type -
Checkzum MARS Chs
tdain Patient [dentifier |
Patient Mame Mame
Record Type Report Tup
Farzing Queue Transactio... 1D
Frincipal Phyzician M ame
Subgroup Classifier Other -

1 k

Selected Fields:
Header Field Type

................... Prirl':il:lal DatE-'

De-identify header item
Don't de-identify header item

er & 00 (Taze 11 2005 )
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deid.d

100%
Show Diagnostics | Clozge \Window
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Text Output 1

5 OH
Counters Report TVRe
1, pTYo49wgyE+h SF

E O H

| Eeport de-identified ([(Safe-harbor compliant] by De-ID w.a.00]

FATIENT HISTORY:®

The PEZLEHE | "&E@L;n EUSI—FEEI-ELH female with mole chang;nq color and
growing larger.

055, "'?ﬁ?H-HHﬂEgﬁL;], "CDATE| May 18 Z003]

FEE-OF DIARGHOSIS:®: Mole of back.

FOST-0F DIAGHOSIS: ot given.

FEX

FINAL DIAGHOSIS:
SKIN, BACK, BIOF3Y (055, ***PFATH-NUMBER 1], **DATE| May 18 Z003] )

A HON-ULCERATED SUFERFICIAL SFREADING MALIGHANT MMELANOMA ARISING IN
= f N 7 1 - IV TET.E T ir

BE. CLARKE" 5 LEVEL IZIE; L.7FM 1-Z MIITOSIS FER 10 HIGH-FOWEER FIELD.

Cs BRISK MULTIFOCAL TUMOR INFILTRATING LYMEFHOCYTES.

L. FATHOLOGIC TNM SEAGING... GEL WM.
v INITIALS
Fathologisc: ** HAME[ WWW **NAME[ M. M. XX¥], M.D.
Fellow/Chisf Resident: **NAME| 555 M. RRR], M.D.
** REeport Electronically signed Out **
By Fathologist: **NAME[WWW ** NAME[ M. M. XXX], M.D.
‘s DATE[ May 30 2003] 11:58
My signature is atTesSTation that I have personally reviewed The submitoed
Eﬂ;ﬂaha#lgl and The final diagnosis reflects That evaluation.
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Text Outp

OUTSIDE ACCESSION #:
2 CONSULT SLIDES LABELED *** FATH-NUMBERL1]
2 CONSULT BLOCKS LABELED *** FATH-HIMBERL 1]
OUTSIDE REFORT RECEIVED: ¥
CONSULT MATERIAL DESCRIFTION:
Received for consulcation Irom "gﬁ,l;;[gu-!. 242 , M.D., are Wi [£) consult slides
B0g two (2] consult blocks labeled *** FATH-NUMBER| 1] from ** FLACE,
Fathology Department, **FLACE, FA, along with an accompanying pathology
SRERE G-
! B
MICROSCOFIC:
SYNOFTIC DATA - FRIMARY CUTANEOUS MELANOMA
Family history of melanoma 18 unknown.
Family history of W nevi is unknown.
TUMOR LOCATION: Back
TYFE OF FROCEDURE: Excisional biopsy
SIZE OF TUMOE: Maximum surface diameter ol neoplasm: © MW
GRO55 ULCERATION: Na
GROSS SATELLITES: No
HISTOLOGIC TYEE: superficial spreading
SURFACE ULCERATION: Hot present
GLARK S LEVEL: III
LK. 5 THICENESS: 1.7 mm
ANGIOLYMFHATIC INVASION: Haone
FERINEURAL INVASION: Ho
b e e P o Ao bt LSRR s it i P S SR R i R B R R P e
MICROSCOFIC SATELLITES: Na
FREEXISTING HEVUS: Fregxisting newvus pIre8sEent
TUMOR INFILTRATING LYMFHOID INFILTRATE: Marked (Brisk|
MITOTIC RATE: 1 / 10 HEF
VASCULARITY: HModerately increased
SURGICAL MARGIN INVOLVEMENT: Deep margin is free of tumor, Lateral margin
,E‘,E__ free of Tumor
SENTINEL LYMFH NODE MAFFING: No
COMPLETION DISSECTION: No
T STAGE, PATHOLOGIC: FTia
||||| H STAGE, PATHOLOGIC: b TIAL
M STAGE, PATHOLOGIC: L% ition



Study ID: pJYQ49weYF+h

' Report Type: SP

| [Report de-identified (Safe-harbor compliant) by De-ID v.6.00] PATIENT HISTORY: The
patient is a **AGE[in 20s]-year-old female with mole changing color and growing

‘larger. 085S, ***PATH-NUMBER[1], **DATE[May 18 2003), PRE-OP DIAGNOSIS: Mole of back.
POST-0F DIAGNOSIS: Not given. /fevm

FINAL, DIAGNOSIS:
SKIN, BACK, BIOPSY (055, ***PATH-NUMBER([1], **DATE[(May 18 2003]) A. NON-ULCERATED
SUPERFICIAL SPREADING MALIGHNANT MELANOMA ARISING IN A BACKGROUND OF A DYSPLASTIC
NEVUS. B. CLARKE'S LEVEL III; 1.7MM 1-2 MITOSIS PER 10 HIGH-POWER FIELD. C. BRISK
MULTIFOCAL TUMOR INFILTRATING LYMPHOCYTES. D. PATHOLOGIC THNM STAGING : pT NM.
**INITIALS Pathologist: **NAME[WWW **NAME[M. M. XXX], M.D. Fellow/Chief Resident:
**NAME[SSS M. RRR], M.D. ** Report Electronically Signed Out ** By Pathologist:
**NAME[WWW **NAME[M. M. XXX], M.D. **DATE[May 30 2003] 11:56 My signature is
attestation that I have personally reviewed the submitted material(s) and the final
diagnosis reflects that evaluation.

OUTSIDE ACCESSION #:
2 CONSULT SLIDES LABELED ***PATH-NUMBER([1] 2 CONSULT BLOCES LABELED ***PATH=-
NUMBER[1] OUTSIDE REPORT RECEIVED: Y CONSULT MATERIAL DESCRIPTION: Received for
consultation from **NAME[M. ZZZ], M.D., are two (2) consult slides and two (2)
consult blocks labeled ***PATH-NUMBER|[1)] from **PLACE, Pathology Department,
**[PLACE] PA, along with an accompanying pathology report. fevm MICROSCOPIC:
SYNOPTIC DATA - PRIMARY CUTANEOUS MELANOMA Family history of melanoma is unknown.
Family history of dysplastic nevi is unknown. TUMOR LOCATION: Back TYFE OF
PROCEDURE: Excisional biopsy SIZE OF TUMOR: Maximum surface diameter of neoplasm: 8
mm GROSS ULCERATION: No GROSS SATELLITES: No HISTOLOGIC TYPE: Superficial spreading
SURFACE ULCERATION: Mot present CLARK's LEVEL: III BRESLOW's THICEMESS: 1.7 mm
ANGIOLYMPHATIC INVASION: MNone PERINEURAT INVASION: No EVIDENCE OF REGRESSION: HNo
MICROSCOPIC SATELLITES: No PREEXISTING NEVUS: Preexisting nevus present TUMOR
INFILTRATING LYMPHOID INFILTRATE: Marked (Brisk) MITOTIC RATE: 1 / 10 HFF
VASCULARITY: Moderately increased SURGICAL MARGIN INVOLVEMENT: Deep margin is free
of tumor, Lateral margin is free of tumor SENTINEL LYMPH NODE MAPPING: No COMPLETION
DISSECTION: No T STAGE, PATHOLOGIC: pTZa N STAGE, PATHOLOGIC: pNX M STAGE,
PATHOLOGIC ! PME s e o o o o o o o o o o o o
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Text caTIES HL-7
Arnyuisition Acquisition Service

Client-Side

Cocde Book Identified Data

Fatient and Acoess to [dentifiers on
SPR de-
identifiers

assigned and

mapped to

Adminigrator roles

rﬁl T

identifisrs

De-1D Ghd Service

De-1D zerdce idertifies any
reports which have not heen de-
identified. Aocepts and deposzits
de-dertified PR as CLOB into

callES Schema

: for Honest Broker and'

"Reguired" Firewmall

‘ cal IES Pipdine Servce

Dre-ldentified Data

W

caTlES Cuery
Irterface

P ossible additional institution-
specific network security

caTlES monitors de-
idertified Datastore and
accepts any reportsthat
have not yet been coded,
creates codes using NCI
Metahesaums, and flls all
other caTIES deddertified
data structures.

to @mGRID via OGSA,

-: o ; .-_' ; Extemal Cancer
Adminigrator  Quality Assurance Fesearcer
Admini Arator i
Honest Internal Cancer P ublic:
Broker Fesearcher
Access through

Arress through cazRID ‘IAL

stanckalone instutionsl Phasell)

application (P hase 1) tion
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DATA Summary

CORP

Network-level operability

Automated batch feed, output
managment

High volume

Rapid, reliable

Leaves original file intact

Outputs ready for parsing, tagging
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Optional Re-Identification



De-ID

DATA Re-identification

CORP

Option to create linkage file

Linkage file independent of de-identified
data

Linkage files are encrypted and
password protected
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C Q] /2107

File Options Help

& Input file [with identifiers)

A8 1-]. E T

L (SADedDhdeid out
by et 33,‘;3!.:!‘

||--<_3£ Pitis

File Type:

=8 v Output file [de-identified)

MARS-B5H

| |5:\DeDdeid. deid

v Linkage file

|5:"~D e-|Dhdeid. deid. lin

Pazsphrase: |a|:u::'| 24

Pre-| Dhdeid. deid. log

Limited datazet compliant T ab D elim

o Beqin de-identification

Dre-ID copeyright (o) 1999-2004, Thairersity of Pitstomzh, Alrights recermed.

#|

[ ak B
R

g
'.:%x

gty eirs fur da=rd=g i if s i s E e b a2

&= E3
Available Header Fields:
Header Field Type -
Checksurn MARS Chkz
b ain Patient |dentifier N
Fatient Mame Mame
Frincipal Drate Crate
Farzing Queue Tranzactio... 1D
Frincipal Phyzician M arne
Subgroup Clazszifier Other -
1 k
Selected Fields:
Header Field Type
Record Type Report Tepe
Wer 600 (Tan 11 2005)
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o Windowsz-ztyle
O Uniw-ztyle

]
Se
RN

Enter the pazsword to unlock, this file;
|abc123

Ok Cancel
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E S ITHA T EW

P 87 B,

ned
M

1,498
2,04/
I +E2s

@ET IS

&8 (=] 3]

o Wfindows-style
T Unix-gtyle

1, qgHEDSSRR0AS
W Z =0r0veTIbX0o
3, Rx0fkcEHNDIOZ
4, EDPg7Z4T8GtrT
5, EPq7Z4 86T
&, vmZZHhxQpJCH
7L eTMEETRPETC
2, xninViILZ/D1

10,108iAZiEFD4g
11, Duathifvgl 30 Ly
1z, fghl8wT7iUESN
13, ZBtQ13RPp4l=
14, ZBtQ13RPp4l=E
15, B10j=Egt-S8EE
16, i0WVLGhC 2 Rwrs
17 ,8ES8r2+5aLME0
18, 0pMhWVor 1Hn4H
12, EPq7E4T8GLxrT
20, wenMbhIcallVa
21, asEwmAFYWITO
2z, THz68LdwR+ivw
23, g5sMEW4EvwERE
24 ,wElE/HNCCcOCT
ZE , EPq7E4TEGtrT

FE O TTar77A TO M =TT
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r

DATA

| Ky

47
d./1
L% pfz

v

v

1, gyHCD EERBOAE
Z2,50r0yveTIkhX0Oo
3, Hu0fkcKHNDOZ
4, EPq7Z4T8GCrT
L5, EPq7Z4T5GcrT
& v ZEhx0p JCH
7L ETMIEEThPETC
8, xninYiTILI D1

10,1028iAZjEBFD4y
11, Juthilrgl 3V Ly
17, fghl Buw?jUES:
13,ZBEQ13RPp4l=
14, ZBE013RPp4l1=
15, B1Q9=Eqt2EZE
16, i0VWWLGRCS Bl
17 ,8E5r&8+5allME0
12, 0pMhWorlHn4H
19, EPg7Z4I2GCrT
20, ventDhIcelTVa
21, asEZwmA TV T
22, THzcELAwRtivy
23, g5sMEW4 ZvERE
Z4 ,wflE/NCCcOCT
25, EPg7EZ4T8GCrT

FE TTNAT7A TOM= =TT

= [B]X]

1,45R 3 . =y 1 :
& et % %’E% .% @ o wWindows-style
% 3 +E2 154 £ Unig-style
Z,s0r0yeTIkX0o0 DEﬂanHE%EEET&%%]TEJ SSPUH1ES20514838 "7 77T RICHARD S |Z0041
2, EPuMaCy2wE3E  Z0041031D523000558335MH125281770) - - EEMNETH F|z0041031|
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